
Identity fraud
Good advice on how to avoid being cheated by a 
buyer with a false identity.



The false identity is used to 
” purchase” products on credit. The 
swindler assumes the identity of a 
creditworthy company and places 
orders in the company's name.

The swindler ensures that the 
products are delivered to a  different 
address from the real company's 
address or offers to collect the 
products himself. When the  supplier 
later presses for payment, the swin-
dler has disappeared and it turns 
out that the real company (which 
was thought to be the buyer) does 
not know anything about the case. 
The real company is therefore not 
obliged to pay and the supplier is 
left with a loss. It should be noted 
that a credit limit covering the real 
company does not cover the loss, as 
there is no valid claim against this 
company.

The products, which are most often 
involved in this type of fraud, are 
easily marketable standard prod-
ucts such as fish, dairy products 
and meat, IT-related products and 
construction materials, where it is 
common for the buyer and the seller 
to have limited knowledge of each 
other. 

In recent years, Atradius has ex-
perienced a steady increase in this 
type of fraud in England, Germany, 
Italy and Poland. The swindlers 
continuously refine their methods 
of appearing credible by creating 
false websites and email addresses, 
which bear a close resemblance to 
those of the real company. 
 
 

“Identity fraud is when a swindler uses the 
identity of established and creditworthy 
companies”.

False identity fraud on the rise



How do you avoid identity fraud?
 
In practice, two conditions must 
be fulfilled in order for the fraud to 
be successful. The supplier must 
be kept from having contact with 
the real company until delivery 
has taken place and the products 
must not be delivered to the real 
 company's address.

the company's own website. When 
searching for the company's website 
the link included in an email from 
the company should not be used 
alone. This may be just a  website 
constructed for this purpose. 
Call the company at the official 
 telephone number for confirmation 
that they know the company who 
has contacted you.

Beware of last-minute changes in 
delivery address, avoid changing 
delivery address when the products 
are in shipment, inform carriers that 
they should only deliver the product 
to the stated place of delivery, and 
that they should report attempts 
to change the place of delivery 
before the products are unloaded. 
Google Street View may be used to 
check that the delivery address is 
correct, if it is not the company's 
official address. Sometimes, gloomy 
 backyards may turn up.

Call the company at the official telephone 
number for confirmation that they know the 
buyer who has contacted you.

Other signs which should give rise 
to caution 

 � The buyer has a professionally 
looking website with very little 
functionality 

 � The buyer does not seem 
 interested in the price/no 
 negotiation, or very little 

 � Usually short period between 
first contact, order and delivery 
request 

 � The buyer asks to collect the 
goods himself, often in a car 
with no signs on 

 � The buyer is too willing to 
provide information requested 
such as trade references, 
 account numbers etc. 

A Danish supplier of foodstuffs is contacted by Mrs. Alessia 
from an Italian dairy business requesting a price list. 
 
The seller forwards a price list but Alessia initially replies 
that the prices are too high. Six months later she contacts 
the company again. The seller says that their agent is located 
nearby and that he would like to visit the company. Alessia 
says that she is on a business trip for the next couple of days, 
but would like a visit at a later time. 
 
However, the agent drives past the company and sees that 
there are factory buildings, trucks etc. The seller then ap-
plies for a credit insurance to cover the company and, when 

it is granted, an agreement is concluded on the delivery of 
 products at a price of EUR 40,000, which Alessia readily 
offers to collect at the seller’s. The seller then forwards an 
invoice to the company, which shortly thereafter replies that 
they do not know anything about the products delivered, or 
about Alessia.
 
It should be noted that Alessia used a Hotmail address, 
which is not uncommon for small businesses in Italy. The real 
 company did not have a website. 

Examples of false identity fraud against Danish  suppliers  
 

The successful fraud

“...agreement is concluded on the delivery of 
 products at a price of EUR 40,000, which Alessia 

readily offers to collect at the seller…”

Companies, which sell products 
within the exposed category, 
should therefore check enquiries 
from new buyers to ensure that 
contact is established with the 
real  company. This is particularly 
important if,  during the transaction, 
delivery to an address other than 
the  company's registered address is 
contemplated.

It should be checked whether the 
telephone number and the email 
address used by the company 
corresponds to the information on 



A Danish supplier of foodstuffs is 
contacted by email by Mr. Lu-
cas  Cotterill, the manager of a 
 well-established English food 
company. 

The email includes a link to the 
 company's website, but only a 
mobile telephone number and an 
address, which has no connection 
to the correct company,  are stated. 
The Danish supplier therefore 
becomes suspicious and contacts 
Atradius.
 
We are then able to inform the 
 Danish supplier that one month 
earlier the company had sent us an 
email with a warning that they had 

been the victim of identity fraud. 
When we receive such warnings 
involving otherwise  creditworthy 
companies, we inform our 
 customers, who do business, or 
think they do business with the 
real company, that we have found 
cases of identity fraud. We add the 
 following text to the credit limits 
which we issue: 
”We have become aware of 
 attempted fraud by persons 
 pretending to be representatives of 
the buyer. You should therefore be 
extra careful to ensure that you are 
doing business with the real buyer”

The failed fraud

A supplier of IT products receives a promising enquiry by 
email from a Dutch company, which is a subsidiary of a large 
French transport group. 

The buyer states that they are responsible for the IT 
 operation of the group, and that important parts have to be 
replaced. They therefore request an offer, which they accept 
after some negotiation. The supplier issues an invoice, which 
must be forwarded by email according to instructions from 
the buyer. The supplier then sends the equipment through 
a forwarding agent to the company's official address in the 
Netherlands. 

When the invoice falls due, the seller starts pressing for 
payment but cannot get through to the Dutch company. The 
seller then contacts the French parent company, which states 
that they don't know anything about the case and denies any 
payment liability by them or their Dutch company.

A further investigation then reveals that the Dutch subsidiary 
is a very small entity, which has therefore had its address at 

an office hotel. The identity swindlers had also rented prem-
ises at the office hotel, but on a different floor and with an "IT 
department" added to the name. 

The reception staff at the office hotel had probably been 
informed by the identity swindlers that they should just call 
them when the products were delivered to the company. 

This case illustrates that the "identity fraud business" 
 involves product development. In this case, an elegant 
solution had been found for delivery of the products to the 
registered address. A comparison between the email address 
from the buyer and the email addresses on the real buyer's 
website would have revealed inconsistencies. Two persons 
have  allegedly been arrested in connection with this case. It 
is  unlikely that only one company has been subjected to this 
fraud and the swindlers must have been caught in the act at 
a point where someone has become suspicious of them.

The creative fraud  

One month earlier, the company had 
sent us an email with a warning 

This case illustrates that the identity fraud 
 business involves product development. 
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